
UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH THAI BINH Dc 1ap - Tr do - Hanh phuc

S& AgT't /QD-UBND Thai Binh, ngky J3 thang 7 nam 2017

QUYET DINH
Ban hanh Quy dinh dam bao an town thong tin mang trong host dong

ung dung cong nghe thong tin cua cac co quan, don vi tren dia ban tinh

UY BAN NHAN DAN TINH THAI BINH

Can cii Ludt To chuc Chinh quyen dia phuang ngay 19/6/2015;

Can cu Ludt Giao dich din to ngay 29/11/2005; Ludt Cong nghe thong tin
ngay 29/6/2006; Ludt An town thong tin mang ngay 19/11/2015;

Can cu cac Nghi dinh cua Chinh phu: Nghi dinh so 64/2007/ND-CP ngay
10/4/2007 ve ling dung cong nghe thong tin trong hoat dong cua ca quan Nha nu6c;
Nghi dinh so 90/2008/ND -CP ngay 13/8/2008 ve chong thu rac; Nghi dinh so
77/2012/ND-CP ngay 05/10/2012 ve sua doi, bo sung mot so dieu cua Nghi dinh so
90/2008/ND-CP ngay 13/8/2008 cua Chinh phu ve chong thu rac; Nghi dinh so
72/2013/ND-CP ngay 15/7/2013 ve quan ly, cung cap, su dung dich vu Internet va
thong tin tren mang; Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 ve bao dam an

town he thong thong tin theo cap do; Nghi dinh so 142/2016/ND-CP ngay
14/10/2016 ve ngan chan xung dot thong tin tren mang; r

Can cir Quyet dinh so 898/QD-TTg ngay 27/5/2016 cua Thu tuong Chinh p i k=
phe duyet phuong huong, muc tieu, nhiem vu bao dam an town thong tin mang
don 2016 - 2020;

Can cu Quyet dinh s6 05/2017/QD-TTg ngay 16/3/2017 cua Thu to
Chinh phu quy dinh ve he thong phuong an img thu khan cap bao dam an to j

thong tin mang quoc gia; t'
Can cu Thong to so 27/2011/TT-BTTTT ngay 04/10/2011 cua BO Thong tin,.

va Truyen thong quy dinh ve dieu phoi cac hoat dong ung cuu sr co mang Internet '

Viet Nam;
Xet de nghi cua Giam doc S& Thong tin v^ Truyen thong tai Ta trinh so "':.

21/TTr-STTTT ngay 19/6/2017,

QUYET DINH:

Dieu 1. Ban hanh kern theo Quyet dinh nay Quy dinh dam bao an town thong
tin mang trong boat dong 1mg dung cong nghe thong tin cua cac co qua

n. nha nu&c

tren dia ban tinh.
Dieu 2. Quyet dinh nay co hieu luc ke to ngay ky ban hanh.



No'i nhgn:
- Nhv Dieu 3;
- Bq Thong tin vA Truyen thong;
- Chu tich, the PCT UBND tinh;
- Luu: VT, KGVX^

TM. UY BAN NHAN DAN TINH
KT. CHU TICH

MHO CHiJ TICH

Dieu 3. Chanh Van phong Uy ban nhan dan tinh; Giam Mc Sa Thong tin va

Truyen thong; Thu truong the s&, ban, nganh thuoc tinh; Chu tich Uy ban nhan dan
huyen, thanh pho; Chu tich Uy ban nhan dan x^, phuong, thi tran; cac doanh nghiep

vin thong, cong nghe thong tin tren dia ban va cac to chuc, ca nhan c6 lien quan
chiu trach nhiem thi hanh Quyet dinh nay./,.i,..--

guyen

• YJj

Hoang Giang
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UY BAN NHAN DAN CQNG HOA XA HOI CHU NGHIA VIET NAM
TINH THAI BINH	Hoc 1a, p - Tir do - Hanh phuc

QUY HINH
Ham bao an town thong tin mang trong host dong irng dung cong nghe

thong tin cua cac co' quan, dun vi tren dia ban tinh

(Ban hanh kern theo Quyet Binh so: A 8t4 /QD- UBND ngay A3 /7/2017
cua Uy ban nhan dan tinh)

Chunong I

NHffNG QUY DINH CHUNG

Dieu 1. Pham vi dieu chinh
Quy dinh nay bao gm cac not dung ve cong tae dam bao an town thong tin

mang trong thiet ke, xay dung, quan ly, van hanh, sir dung, nang cap he thong
thong tin cua cac ca quan, don vi tren dia ban tinh.

Dieu 2. Doi ttrong ^p dung

1. Cac sa, ban, nganh; Uy ban than dan huyen, thanh pho; cac don vi sr
nghiep thuoc tinh; Uy ban nhan dan xa, phuang, thi tran; cac to ch*c, down the
(sau day goi tat la cac co quan, don vi).

2. Cac doanh nghiep vin thong, cong nghe thong tin va cac don vi co tham
gia vao cac hoat ctong img dung Gong nghe thong tin cua tinh.

3. Can bo, cong chuc, vien ch*c va nguo
ai lao dong dang cong tac trong cac

CO quan, don vi neu tai khoan 1, khoan 2 Dieu nay va nhung ca nhan, to chvc co
lien quan ap dung quy dinh nay trong viec van hanh, khai that cat he thong cong
nghe thong tin dung chung cua tinh, ca

gy he thong thong tin tai cagy co quan, don vi.

Dieu 3. Giai thich tie ng&
Trong Quy dinh nay, the tir ngu du6i day dugc hieu nhu sau:

1. He thong thong tin dung Chung cua tinh, he thong thong tin tai cat co
quan, don vi la tap hop cat thiet bi vien thong, tong nghe thong tin bao gom phan
cung, phan mem va CO SO du lieu phut vu Cho boat dong luu tr r, xu 1y, truyen
dua, Chia se, trao doi, cung cap va sfr dung thong tin so tai Trung tam Tich harp du
lieu cua tinh, tai the coy quan, don vi.

2. Trung tam Tich hop du lieu cua tinh la mot tong trinh bao gm: NM

tram, he thong cap va he thong may tinh cung the thiet bi phu tra lap dat vao do de"
luu trtr, trao doi va quan ly tap trung du lieu cua tinh.

3. An town thong tin mang 1a sr bao ve thong tin va cat he thong thong tin
tranh bi truy nhap, su dung, tiet lo, gian Joan, sfra doi hoc pha hoai trai phep
nham bao dam tinh nguyen ven, tinh bao mat va tinh kha dung cna thong tin.
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4. Thiet bi di dong thong minh dugc hieu la thiet bi di dong tich harp mot
nen tang he dieu hanh di clang vo'i nhieu tinh nang ho tra tien tien ve dien town va
ket not dua tren nen tang car ban cua thiet bi di dong thong thuong.

Dieu 4. Cac hanh vi bi nghiem cam

1. Tao ra, chi dat, phat tan virus may tinh, phan mem doc hai trai phap luat.

2. Xam nhap, sua d6i, xoa bo not dung thong tin cua cor quan, ca nhan khac.

3. Can trb hoat dong cung cap dich vu cua he thong thong tin.

4. Ngan chan viec troy nhap den thong tin cua ca quan, ca nhan khac tren
moi trtr&ng mang, triz trtrong hop phap luat cho phep.

5. Be khoa, trom cap, stir dung mat khau, kh6a mat ma va thong tin cua ca
quan, ca nhan khac tren moi truong mang.

6. Cac hanh vi khac lam mat an town, bi mat thong tin cua ca quan, ca nhan
khac dirge trao doi, truyen dim, luu tru tren moi truong mang.

Chuong II

NQI DUNG DAM BAO AN TORN THONG TIN MA.NG

Dieu 5. Cac quy dinh chung ve dam bao an town thong tin

1. Cac van ban co not dung mat khong duac truyen tren mang ma phai dugc
quan 1y theo the do mat theo quy dinh phap luat hien hanh. Khong su dung cac
thiet bi di dong thong minh de soan thao van ban, luu gift thong tin co not dung
mat theo quy dinh. Traong hop dc biet, can truyen thong tin mat tren mang phai
dirge Thu truang ca quan, don vi cho phep, trubc khi truyen thong tin phai dugs
ma hoa theo quy dinh cua Luat Co yeu. Cac thiet bi vien thong, may tinh dugc sir
dung de" luu gift va truyen thong tin bi mat nha nuoc phai duac chimg nhan cua ca
quan chuc nang kiem tra, kiem dinh trubc khi dua vao sir dung.

2. Trao di van ban, tai lieu dien to chi thuc hien tren he thong thong tin
dung chung cua tinh va he thong thong tin cua co quan. Khong trao doi van ban,
tai lieu dien to qua mang xa hoi, qua thu dien tir tong tong (gmail, yahoo mail,...),
khong sir dung dich vu luu trir true tuyen (Google Drive, Dropbox,..) de luu tru,
chia se van ban, tai lieu cua co quan.

3. Cac ca quan, don vi phai sir dung phan mm diet vius co ban quyen cho
100% may tinh cua ca quan, don vi khi ket not mang not bo, Mang dien rong cua
tinh de khai that sir dung cac he thong thong tin dung chung cua tinh.

4. Cac co quan, don vi khi quan tri cat he thong thong tin dung chung cua
tinh; trien khai, sir dung hi nghi truyen hinh, phan mem diet vius tap trung, car sb
du lieu chuyen nganh phai thuc hien tren Mang dien rong cua tinh.

5. Phai co phuong an to chirc sao luu du lieu du phong cho moi du lieu quan
trong cua tinh, cua co quan, don vi mink. Lanh dao co quan, don vi phai chiu trach
nhiem neu de" xay ra mat mat du lieu do khong tien hanh sao luu du phong.

6. De phut vu boat Bong theo doi, giam sat, phan tich v^ dieu tra, cat ca
quan, don vi quan tri cac he thong tong nghe thong tin phai thuc hien viec luu trir
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nhat ky cua cac he thong cong nghe thong tin tai cac may chu (cua he dieu hanh va
cac phan mem img dung) trong thoi gian it What 1a 30 ngay.

7. Cac thiet bi vin thong, may tinh co chua tai lieu cua ca quan nha nu ^c
khi dua di cong tic.nubc ngoai phai thuc hien theo quy dinh cua phap luat ve bao
ve bi mat nha nuo&c.

8. Chu trong phat trien nguon nhan luc co trinh dO ve cong nghe thong tin

dc biet la an town thong tin de nang cao nAng luc bao dam an town thong tin. Tao
dieu kien cho can bo phu trach cong nghe thong tin dugc dao tao, boi duong nang
cao ky nang nghiep vu ve an town thong tin.

Dieu 6. Dam bao an town thong tin cho cac he thong thong tin va cac
thiet bi cong nghe thong tin

1. Dam bao an town thong tin cho cac he thong thong tin dung chung cua
tinh, bao gom:

a) Xay dung giai phap clam bao an toan thong tin cho cac he thong tong nghe
thong tin dung chung cua tinh de tang hieu qua sir dung, tiet kiem dau tu, clam bao
tinh lien thong giva cac he thong trong Trung tam Tich hop d&r lieu cua tinh;

b) To chuc thuc hien giam sat, danh gia va dam bao an town thong tin cho cac
he thong thong tin dung chung va cac he thong co so' du lieu qu an trong cua tinh;

c) Chu tri, phi hop vai cat co quan, don vi trong tinh de" thuc hien quan ly
chat the tai khoan ngubi dung cua cat he thong thong tin dung chung cua tinh.
Doi vbi can bo, tong chuc, vien chuc d^ nghi viec, chuyen tong tic, phai co bien
phap khoa hoc huy tai khoan, quyen truy nhap, thu hoi the thiet bi lien quan tbi
he thong thong tin dung chung cua tinh (nhu chung thu so,...);

d) Chu tri, phoi hop vbi cac co quan, don vi lien quan t6 chuc ten phucmg
an sao km va phut hoi du lieu khi xay ra su co doi voi cac he thong thong tin dung
chung cua tinh; to chuc sao luu du lieu cac he thong thong tin dung chung cna tinh
va hubng dan ve sao km du phbng cac du lieu quan trong cho cac ca quan nha
nubc thuoc tinh.

2. Dam bao an town thong tin cho cac he thong thiet bi mang, may chu, may
tinh ca nhan va cac he thong luu tru tai cat ca qu an :

Nqi dung bao ve he thong thong tin dugc thuc hien theo cac quy dinh tai
Dieu 22, 23 cua Luat an town thong tin mang; Dieu 19, 20, 22 cua Nghi dinh
so 85/2016/ND-CP ngay 01/7/2016 cua Chinh phi.

a) Khi xay dung, nang cap, m& rong ha tang ky thuat tong nghe thong tin;
cac he thong thong tin cua co, quan, don vi phai co phuong an dam bao an town
thong tin mang va phai duac So Thong tin va Truyen thong tham dinh truec khi
trinh cap co tham quyen phe duyet;

b) Viec quan ly giri thong tin tren mang phai than thu theo cat nqi dung quy
dinh tai Dieu 10 Ludt an town thong tin mang va cac quy dinh sau:

- Viec trao di van ban, tai lieu dien to cua co; quan (ke ca tai lieu tham khao)
chi thuc hien tren cac he thong img dung cong nghe thong tin dung chung cua tinh

hoc tren cagy phan mem ung dung cua not bo nganh chuyen giao i ng dung.
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- Khi phat hanh va gui van ban qua mang, cac ca quan nha nubc phai thuc

hien ky so va xac thuc On ban din to tru&c khi gui.

c) May chu, may tinh ca nhan, he thong km tru not bo, thiet bi mang phai

dugc bao ve b&i mat khau an town, tuyet doi khong sir dung mat khau ngan, mac
dinh; thuc hien viec bao vg an town vat ly cho he thong cong nghe thong tin cua ca

quan, don vi;
d) 100% may tinh tai cac ca quan, don vi phai dugc cai dat cac phan mm

diet virus c^ ban quyen. Khi phat hien hoc co' thong tin trong he thong mang bi

lay nhiem cac phan mem gian dip, doc hai phai khan truang va kien quyet khac
phuc som va bao cao tinh hinh mat an town thong tin mang thong qua duong day
nong cua Sa Thong tin va Truyen thong;

e) Phoi hop xay dung phuong an, to chuc khac phuc khi xay ra sr co mat an

town thong tin mang.
Dieu 7. Ham bao an town thong tin cho Trung tam Tich hgp dir lieu cua tinh

1. Dam bao an town thong tin cho Trung tam Tich hop du lieu cua tinh bao
gom: Cac dieu kien ve ha tang ky thuat, an town thong tin doi vbi he thong may
chu, thiet bi ket not mang dat tai Trung tam Tich hop du lieu cua tinh. Xay dung
giai phap dam bao an town thong tin cho du lieu cua cac ca quan, don vi dat tai
Trung tam Tich hop du lieu cua tinh nhung phai dam bao thuan lqi cho viec truy
xuat va sir dung cac du lieu nay.

2. Cac ca quan, don vi dat du lieu hoc ket not vao Trung tam Tich hop du
lieu cua tinh phai tuan thu cac chinh sach an town thong tin lien quan de

en viec ket

not vao Trung tam Tich hop du lieu cua tinh do S& Thong tin va Truyen thong

huong dan.
3. Cac ca quan, don vi khi ket not vao Trung tam Tich hop du lieu cua tinh

phai to bao ve he thong dau cuoi cua minh va phai chiu trach nhiem neu de" tin the

kiem soat may tinh va tan cong ngugc vao Trung tam Tich hop du lieu cua tinh.

Chirong HI

TRACH NHIEM HAM BAO AN TOAN THONG TIN

Dieu 8. Trach nhiem chung cua cac co quan, do an vi

1. Cac ca quan, don vi nu trien khai cac he thong thong tin doc lap thi phai
tuan thu cac quy dinh tai khoan 2, Dieu 6 va khoan 2, khoan 3 Dieu 7 cua Quy
dinh nay dong th^i to chiu trach nhiem dam bao an town thong tin nhu: Cap nhat
kip tho i cac ban va to hong bao mat to nha cung cap, nha san xuat cho cac he
thong thong tin, ca s& du lieu; co ca the sao km du lieu du phong, du lieu dirge

luu ti-ft tai nai an Loan de san sang phuc hoi ca sO du lieu khi xay ra su co an town
thong tin mang; to chuc phan quyen truy cap cho cac doi tuong ngubi dung tham
gia van hanh, khai thac cac he thong thong tin clung quy trinh, chat the gan vbi
trach nhiem cua tong to chuc, ca nhan de" dam bao an town thong tin rang cho cac
he thong thong tin ca quan, don vi d ang quan ly, van hanh va phoi hop vbi SO

Thong tin va Truyen thong khi dirge yeu cau.



2. Thu truang cac ca quan, don vi co trach nhiem bo tri can bo chuyen trach
cong nghe thong tin; giao nhiem vu giam sat an town he thong thong tin cua ca
quan, quan Iy chat the cac tai khoan da cung cap cho nguai dung trong co quan,
don vi. Can bo chuyen trach duoc dam bao dieu kien hoc t$p, tiep can cong nghe,

kin thuc an town bao mat thong tin tru6c khi tien hank cac hoat c#ong quan ly hay
ky thuat nghiep vu..

3. Tuyen truyen, nang cao than thuc cho can bo cong chuc, vien chfrc ve

cac nguy co mat an town cua he thong thong tin; to chuc trien khai thuc hien cac
quy dinh tai Quy the nay va chiu trach nhiem tru&c Uy ban nhan dan tinh trong
cong the dam bao an town thong tin cua co quan, don vi minh.

4. Trang bi day du cac kin thuc bao mat ca ban cho can bo cong chic, vien

chuc ve an town thong tin truoc khi cho phep truy nhap va sir dung he thong thong
tin dung chung cua tinh.

5. Triet de" sir dung chung thu s6 chuyen dung ky so va xac thuc v an ban
dien to de dam bao xac dinh nguon goc, tinh town ven cua van ban va ma hod cac
tai lieu quan trong.

6. Phan cong can bo giam sat, theo doi thuong xuyen hoat dong cua Cong
thong tin then t& cua ca quan de phat hien kip thai va co giai phap xu ly khi bi
thay doi thong tin, bi clang tai nhung thong tin la.

7. Quan tam va uu tien bo tri kinh phi cho viec mua sam, nang cap cac trang
thiet bi phan cung, phan mem bao mat de" dam bao va t ang cuong an town thong tin
trong boat dong ung dung cong nghe thong tin cua co quan, don vi. Duy tri thuong
xuyen cong the kiem tra, danh gia an town thong tin doi vai he thong thong tin cua

don vi.
8. Khi co sr co hoac co nguy co mat an town thong tin phai kip thai chi dao

khac phut ngay, uu tien sir dung can bo ky thuat chuyen trach trong ca quan, don
vi, kip thai bao cho doanh nghiep cung cap dich vu va thong bao b ang van ban cho
Sa Thong tin va Truyen thong, ca quan cap tren quan ly tnrc tiep biet. Truong hop
khong khac phut dugc thi phoi hop v&i S^ Thong tin va Truyen thong hoac ca
quan cap tren quan ly de duac hubng dan, ho try.

9. Xay dung quy dinh, quy trinh not bo ve dam bao an town thong tin trong
khai thac, sir dung cac he thong thong tin cua co quan, don vi phu hop vbi Quy
dinh nay va cac quy dinh khac cua phap luat.

10. Khi trien khai dau to img dung cong nghe thong tin phai co phuong an
dam bao an toan thong tin tir khau thiet ke va phai tir chiu trach nhiem dam bao an
town thong tin cho cac he thong thong tin cua ca quan, dan vi minh.

11. Phi hgp chat the vfri Cong an tinh trong tong tat phbng ngira, du

trait, ngan chan cac hoat dong xam pham an town, an ninh thong tin.

12. Phi hop voi S& Thong tin va Truyen thong va cac coi quan, don vi lien
quan thuc hien cong tic kiem tra khac phuc sr co dung thai cung cap day du cac

thong tin khi down kiem tra yeu can. Khong dugc the dau thong tin ve su co nham
gay kho khan cho cac ca quan chuc nang danh gia thiet hi de co phuong an xu 19 .
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13. Dinh ky hang quy, cac co quan, don vi lap bao cao ve tinh hinh an town
thong tin va gui ve Sa Thong tin va Truyen thong. Bao cao ca nam ket qua thuc
hien cong tic dam bao an town thong tin tai co quan, don vi gui ve So Thong tin va
Truyen thong (tnxbc ngay 15/11) de tong hop bao cao Ban chi dao img dung cong
nghe thong tin tinh Thai Binh.

Dieu 9. Trach nhiem cua S& Thong tin va Truyen thong

1. Chu tri, phoi hop vO Oi cac don vi lien quan cua Bo Thong tin va Truyen

thong va cac co y quan co lien quan to chuc thuc hien cac giai phap ngan chan xung
dot thong tin tren mang bao gom: Giam sat, phat hien, canh bao, xac dinh nguon
goc, khac phuc xung dot thong tin tren mang; trien khai cac phuong an bao ve
thuoc pham vi quan ly theo quy dinh cua phap 1uat.

2. Chu tri, phi hop vbi cac co quan co lien quan tham muu, de xuat Uy ban
nhan dan tinh dau to trang bi cac thiet bi, phan mem bao mat chuyen dung de dap
img phuong tien, cong cu nang cao nang luc dam bao an toan thong tin mang
trong Trung tam Tich hcrp d i lieu cua tinh va chiu trach nhiem truOc Uy ban nhan
dan tinh trong viec dam bao an toan cho cac he thong thong tin dung Chung cua
tinh theo quy dinh tai khoan 1, Dieu 6 va khoan 1, Dieu 7 cua Quy dinh nay.

3. La ca quan du moi ve ung cuu su co may tinh cua tinh, tham gia vao
mang luoi dieu phoi i ng Ciro su co Internet va la dau moi ve tiep nhan va xir ly
cac van de lien quan den cac su co ve an town thong tin mang.

4. Chiu trach nhiem xay dung va trinh Uy ban than dan tinh ban hanh cac ca
che, chinh sach ve dam bao an toan thong tin cho cac ca quan, don vi trong tinh.

5. Nghien cuu, tham muu Uy ban nhan dan tinh xay dung do, i ngu can bo
chuyen trach ve an town thong tin co trinh do dap img yeu cau theo quy dish.

6. Chu tri hoat dong kiem tra danh gia cong tic dam bao an town thong tin
trong cac ca quan, clop vi trong tinh va thuc hien danh gia an town thong tin cho
cac he thong thong tin dung chung cua tinh.

7. Xay dung ke hoach, chuong trinh, du an hang nam de trien khai cong tic
dam bao an town thong tin trong hoat dong img dung cong nghe thong tin chung
cua tinh. Dong thai xay dung ke hoach img pho sr co bao dam an town thong tin
mang elm tinh Thai Binh trinh Uy ban than dan tinh phe duyet.

8. Xay dung va trien khai cac chuong trinh dao tao chuyen sau ve an town,
an ninh thong tin cho can bq chuyen trach cong nghe thong tin cua cac ca quan,
don vi; to chirc hoi nghi tuyen truyen an town thong tin trong cong tic quan 1y nha
nuOc, trong khai khac su dung cac he thong thong tin, co sa du lieu dung chung
cua tinh vai cac doi twang thuoc pham vi dieu chinh cua Quy dinh nay.

9. La dau moi cua tinh, phoi hop voi Trung tam Ling cuu khan cap may tinh
Viet Nam (VNCERT), cac ca quan, don vi co lien quan xu ly, img cum cac sr co
mat an town thong tin tren dia ban tinh. Chu dong ho trg, huong dan cu the ve
nghiep vu quan 1' van hanh, ky thuat dam bao an town thong tin cho cac ca quan,
don vi, cac to chuc, down the thuoc tinh img Ciro, xtr ly su co cua cac he thong
thong tin trong kha nang va trach nhiem cua minh. Giam sat dien bien tinh hinh
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ung elm sr co va bao cao B an Chi dao 1mg dung cong nghe thong tin tinh Thai
Binh va ca quan dieu phoi quoc gia de de xuat, xin y kien chi dao trong truong
hqp vuat kha nang xi ly cua minh.

10. Thiet lap duong day nong, b^ tri can bO thuong truc de tiep nhan cac
phan anh cua cac co quan, don vi ve nguy co gay mat an town thong tin; phoi hop
huorng dan, xu 1y kip thai.

11. Thong bao cho cac co quan, don vi biet va co bin phap phong ngixa,
ngan char cac nguy co mat an town thong tin do virus, phan mem gian diep gay ra.

12. Tong hop bao cao Bo Thong tin va Truyen thong, co quan dieu phoi
quoc gia theo dinh ky v^ do, t xuat khi dugc yen cau.

13. Day manh va tang cuing cong tac quan 1' nha nu^c ve cong tac dam
bao an town thong tin mang tren dia ban tinh. Theo doi, don doc viec chap harsh
cac n6i dung cua Quy dinh nay.

Dieu 10. Trach nhigm cua Cong an tinh, Bo chi huy quan su'tinh

1. Chu tri, phoi hop vbi So Thong tin va Truyen thong va cac nganh lien
quan than muu cho Chu tich Uy ban nhan dan tinh chi dao cong tac bao ve an
ninh chinh tri not bo; tang cuong nam bat, du bao tinh hinh; kiem tra cong tac an

town thong tin mang doi vbi cac co quan, don vi tren dia ban tinh.

2. Thuong xuyen thong bao cho cac co quan, don vi ve phuong thuc, thu
loan cua cac loaf toi pham xam pham an town thong tin mang de co bin phap
phbng ngua, phat hien, dau trait, ngan chan.

3. Chiu trach nhiem trien khai cac bin phap, cong tac nghiep vu de" kiem
soat, phong ngiza, dieu tra, phat hien, ngan chan kip th&i, xu ly nghiem mink cac
harsh vi xam pham an town thong tin mang; the loai toi pham lai dung he thong
thong tin gay ton hai den an ninh chinh tri, an town thong tin mang theo tham quyen.

4. Chu do, ng va san sang tham gia cac hoat dong 1mg cuu cac su co thong tin
mang tren dia ban tinh

Dieu 11. Trach nhigm cua Sa Tai chinh, S& Ke hoach va Du hr

Tham mini Uy ban nhan dan tinh bo tri kinh phi de Mu tu, quan 1 , duy tri,
van hAnh an toan cac he thong thong tin dung chung cua tinh bao gom: kink phi
trien khai cac not dung thuoc khoan 7, Dieu 9 cua Quy dinh nay; kinh phi du
phong 1mg ciru, xu 1' sir co cho cac he thong thong tin dung chung elm tinh; kinh
phi to chuc dao tao, huan luyen, dien tap va hoat dong img elm su co; kinh phi
giam sat, kiem tra, ra quet, danh gia an town thong tin; kinh phi ho trq t rien khai
cac boat dong nghiep vu de thu bao dam an town thong tin mang cho cac he thong
thong tin dung chung cua tinh.

Dieu 12. Dai Phat thanh v^ Truyen hinh Thai Binh, Bao Thai Binh
Chu dong trien khai de" day marsh cac hoat dong tuyen truyen, nang cao nhan

thus ve dam bao an town thong tin mang tren cac phuong tien thong tin dai Chung.
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Dieu 13. Trach nhigm cua cac doanh nghigp vin thong, cong nghg
thong tin cung cap ha tang, dich vu phuc vu frng dung cong nghg thong tin
trong co' quan nha nub'c

Thuc hien cac not dung lien quan den hoat dong bao dam an town thong tin
mang theo Dieu 22 Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu;
va cac quy dinh sau:

1. Co trash nhiem du tu, phat trien ha tang vien thong, cong nghe thong tin,
duong truyen phuc vu viec phat trien 1mg dung cong nghe thong tin gan vbi vies dam
bao an town thong tin mang. Chu dong phoi hop vbi So Thong tin va Truyen thong va
sac don vi lien quan kiem tra, phat hien doi tuong vi pham an town thong tin mang.

2. Trien khai ke hoach 1mg pho su co cua doanh nghiep, du phong 1mg ctru, xu
ly' su co cho sac he thong thong tin do doanh nghiep quan 1 ; phoi hop giam sat, cung

cap thong tin, tham gia img cum su co; to chuc dao tao, huan 1uyen, din tap, duy tri
hoat do, ng ling cum sir co va cac nhiem vu khac do doanh nghiep thuc hien.

3. Bao dam kinh phi de giam sat, 1mg situ su co dam bao an town thong tin
mang tren sac kenh ket not Inte rnet do doanh nghiep cung cap dich vu.

4. Vien thong Thai Binh co trach nhiem dam bao an town cho Mang dien
rong cua tinh quy dinh tai Dieu 9 cua Quyet dinh so 20/2014/QD-UBND ngay
26/9/2014 ban hanh Quy the quan 1 , van hanh, sir dung va bao dam an town thong
tin tren Mang dien tong cua tinh Thai Binh; phoi hop v6i So Thong tin va Truyen
thong trong viec xu ly khac phuc su co dam bao an toan thong tin trong Mang din

rang cua tinh.
Dieu 14. Trash nhiem cua can bo, cong chvc, vien chic, ngtro'i lao dong

trong cac co' quan, dun vi
1. Trach nhiem cua can b^ chuyen trach hoac can bo dugs giao phi trach

cong nghe thong tin trong the co quan, don vi:

a) Tham muu cho lanh dao co quan trien khai thuc hien cac bin phap van
hanh, quan 1' ky thuat; thuong xuyen nghien cuu, cap nhat cac kien thuc ve an

town, an ninh thong tin, co bin phap phong tranh cac nguy co tiem an co the gay
mat thong tin khi tien hanh sac hoat dong quan ly hay ky thuat nghiep vu.

b) Tham muu xay dung quy dinh ve dam bao an toan cho he thong thong tin
ciia co quan, don vi theo Quy dinh nay.

c) Thuong xuyen kiem tra, thiet Iap cau hinh chuan cho cac thanh phan cua he
thong thong tin de" dam bao duy tri hoat dong thuong xuyen cua he thong thong tin
nhimg chi cung cap nhung chirc nang thiet yen nhat; xac dinh cac chirc nang, cong
giao tiep mang, giao thuc va dich vu khong can thiet d^ cam hoac han the sir dung.

d) Thuong xuyen thuc hien viec theo doi ban ghi nhat kk he thong, kiem
soat chat the viec cai dat them phan mem vao may tram, may chu va cac su kien
khac co lien quan de danh gia, bao cao cac rui ro va muc do nghiem trong cua sac
rui ro do su truy nhap trai phep, sir dung trai phep, mat, thay doi hoac pha huy
thong tin va he thong thong tin.
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d) Phoi hop vOi the ca nhan, cac co quan, don vi co lien quan trong viec
kiem tra, phat hien va khac phuc cac su co mat an town thong tin.

2. Trach nhiem cua can b^, cong chuc, vien chuc, nguai lao dong:

a) Chap hanh nghiem tuc cac quy dinh ve an toan thong tin cua co quan,
don vi cling nhu cac quy dinh khac cua phap luat, nang cao y thus canh giac va
trach nhiem dam bao an town thong tin tai co quan, don vi.

b) Throng xuyen cap nhat chinh sach an town thong tin cua co quan, don vi
va thuc hien dung Song dan ve an town, an ninh thong tin cua can bo chuyen
trach. Han the viec sir dung chuc nang chia se tai nguyen, khi sir dung chuc nang
nay can bat thuoc tinh bao mat bang mat khau va thu hoi chuc nang ngay sau khi
da su dung xong.

c) Cac may tinh khi khong sir dung can thiet lap the do tat chcr (standby) toi
da 30 phut de tranh bi cac tin tac lgi dung, sir dung chuc nang dieu khien to xa
dung may tinh cua minh tan cong vao cac he thong thong tin khac.

d) Phai thuc hien quet virus truoc khi mo cac tap tin dinh kern theo thu din
tu, khong ma cac thu din to khi chug ro nguai gui hoc tap tin dinh kern co
nguon goc khong ro rang de trait virus, phan mem gian dip lay nhiem may tinh.

d) Phai dat mat khau an town cho may tinh (mat khau ddng nhap, mat khau
bao ve man hinh). Sir dung cac thiet bi lint tru thong tin (USB, o cling gan ngoai,
the nho) dam bao an town, dung each de phong ngua virus, phan mem gian dip
xam nhap may tinh Wham pha hoai, danh cap thong tin.

e) Khi phat hien su co phai bao ngay voi thu truang co quan va can b6
chuyen trach hoac phu trach cong nghe thong tin cna co quan, don vi de" kip thbai
ngan chan, xir 1y.

f) Tham gia day du cac chuong trinh dao tao, hoi nghi ve an toan thong tin
do Sa Thong tin va Truyen thong hoc cac co quan, don vi chuyen mon to chuc.

Chirong IV

CONG TAC THANH TRA, KIEM TRA AN TORN THONG TIN

Dieu 15. Ke hoach thanh tra, kiem tra hang nam

1. Dinh ky hang nam toi thieu 01 lan, tin hanh kiem tra dot xuat cac co
quan, don vi khi co dau hieu vi pham an town thong tin.

2. Sa Thong tin va Truyen thong thu tri, phi hop Cong an tinh va cac co
quan, don vi co lien quan de tham mutt thanh lap Doan kiem tra; xay d

ung ke
hoach kiem tra va tien hanh cong tac kiem tra an town thong tin tai tat ca cac co
quan, don vi (neu can thiet).

Chu tri hoat dong thanh tra va xfr 1y cac hanh vi vi pham ve an toan thong
tin man va phat tan tin nhan rac tren dia ban tinh. Phoi hop v^i Cong an tinh tien
hanh xu phat cac hanh vi vi pham an town thong tin mang gay thiet hai cho he
thong thong tin cilia cac co quan, don vi, to chuc, down the thuoc tinh.
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Dieu 16. Bao cao str co an town thong tin mang

1. Bao cao su co an town thong tin mang:

a) Dorn vi van hanh he thong thong tin cua cac co quan co trach nhiem bao
cao su co tbi Thu truong co quan va Sb Thong tin v^ Truyen thong ngay khi phat
hien su co;

b) Cac to chixc, ca nhan khi phat hien dau hieu tan cong hoc su co an town
thong tin mang can nhanh chong thong bao cho don vi van hanh he thong thong
tin cua co quan v^ cac don vi co trach nhiem lien quan.

2. Bao cao su co phai dugc thuc hien ngay lap tuc va duac duy tri trong suot
qua trinh irng thu su co gom: Bao c^^ ban dau; bao cao dien bien tinh hinh; bao
cao phuong an ung cuu cu the; bao cao xin y kien chi dao, chi huy; bao cao de
nghi ho trq, phoi hqp; bao cao ket thuc img pho.

3. Hinh thirc bao cao bang cong van, fax, thu dien tu, nhan tin da phuong
tien tai cac ca nhan va don vi co lien quan theo quy dinh tai khoan 1 Dieu nay;

4. Ni dung bao cao gom:
a) Ten, dia chi Hon vi van hank he thong thong tin; co quan thu quan he

thong thong tin; he thong thong tin bi su co; thbi diem phat hien sq co;
b) Dau moi lien lac ve su co cua don vi van hanh he thong bi su co: Ten,

chirc vu, dien thoai, thu dien tu;
c) Mo to ve su co: Loai su co, hien tugng, danh gia so bo muc do, nguy hai,

muc do lay Ian, tac dong cua su co den hoat dong binh thuang cua to chuc;
d) Don vi cung cap dich vu ha tang cong nghe thong tin, vin thong;

d) Liet ke cac bien phap da trien khai hoac du kin trien khai de xu ly khac

phuc su co;
e) Cac to chic, doanh nghiep Bang ho trq img cuu, xtir ly va ket qua xfr ly su

co tinh den thai diem bao cao;

g) KM qua img thu su co ban du;

h) Kien nghi de xuAt huong frng thu xu ly su co (nu co).
5. Nguyen tac bao cao, trao di thong tin trong img cuu su co:

a) Co quan, don vi van hanh he thong thong tin bao cao Thu truong co
quan, Sa Thong tin v^ Truyen thong;

b) So Thong tin va Truyen thong bao cao Ban Chi dao ung dung tong nghe
thong tin tinh Thai Binh v^ co quan dieu phoi quoc gia (neu can phoi hop giai
quyet);

c) Ban Chi dao ung dung tong nghe thong tin tinh Thai Binh bao cao Co
quan thuang true va Ban Chi dao quoc gia.
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Chtro'ng V

TO CHLI'C THVC HIEN

Diu 17. Khen thu'&ng v^ xir ly vi pham

1. Hang nam, S& Thong tin va Truyen thong dva tren cac dieu tra, bao cao
cong tac an toan thong tin cua cac co quan, clan vi cle lap bang xep hang an town
thong tin, tren co sa d6 de xuat Uy ban nhan dan tinh xem xet khen thuOng theo
quy dinh.

2. Cac co quan, don vi, to chuc, ca nhan co hanh vi vi pham Quy dinh nay,
tuy theo tinh chat, mire do vi pham ma bi xu ly theo quy dinh cua phap luat.

Dieu 18. Dieu khoan thi hanh

1. Giao S& Thong tin va Truyen thong chu tri, phi hop voi cac co quan, to
chuc c6 lien quan hung dan, trien khai thuc hien Quy dinh nay.

2. Trong qua trinh thuc hien, nu co vuong mac phat sixth hoc cac van de
can bo sung de nghi cac co quan, don vi kip thoi phan anh ve So Thong tin va
Truyen thong de tong hop, bao cao Uy ban nhan dan tinh xem xet, quyet dinh4̂

TM. UY BAN NHAN DAN TINIJV
KT. CEO TICH
PHO CHU TICH
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